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TRUST:

FIRM BELIEF IN THE
RELIABILITY, TRUTH,
ABILITY, OR STRENGTH OF
SOMEONE OR
SOMETHING.




“TRUTH IS SO OBSCURE IN THESE TIMES,
AND FALSEHOQOD SO ESTABLISHED, THAT
UNLESS WE LOVE THE TRUTH, WE CANNOT
KNOW IT.”
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MORE THAN 85% OF PEOPLE ARE
WORRIED ABOUT THE IMPACT OF ONLINE
DISINFORMATION

A 2023 Unesco-commissioned survey in 16 countries due to
hold national elections next year
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BAD STATE
ACTORS
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SAVE
LIVES

PPPPP



SAVE
PROPERTY
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HOW CAN WE FULFILL OUR CIVIC MISSION
AND FOSTER TRUST WHEN RUMOR AND
DISINFORMATION OBFUSCATE THE TRUTH?



\WEINEIO)

—Types of Disinformation
—Examples in Current Disasters
—Impacts

—Recommendations



SEVEN TYPES OF
DISINFORMATION



1. FALSE CONNECTIONS

WHEN HEADLINES, VISUALS OR CAPTIONS
DON’T SUPPORT THE CONTENT
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2. FALSE CONTEXT

WHEN GENUINE CONTENT IS SHARED WITH
FALSE CONTEXTUAL INFORMATION
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3. MANIPULATED CONTENT

WHEN GENUINE INFORMATION OR IMAGERY
IS MANIPULATED TO DECEIVE.
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4. SATIRE OR PARODY

HAVING NO INTENTION TO HARM BUT
HAVING THE POTENTIAL TO FOOL
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5. MISLEADING CONTENT

USING CONTENT IN A MISLEADING WAY TO
FRAME AN ISSUE OR INDIVIDUAL
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6. IMPOSTER CONTENT

WHEN ESTABLISHED JOURNALISTS OR NEWS
SOURCES ARE IMPERSONATED.

WPP

28



7. FABRICATED CONTENT

WHEN ENTIRELY FALSE CONTENT IS
FABRICATED WITH THE PURPOSE OF DECEIT
OR HARM
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EXAMPLES IN CURRENT
DISASTERS
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1300 shares
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BUT EVEN AFTER THE IMAGE’S
SYNTHETIC PROVENANCE WAS
REVEALED, OTHERS DOUBLED
DOWN. "I DON’T KNOW
WHERE THIS PHOTO CAME
FROM AND HONESTLY, IT
DOESN'T MATTER." WROTE
AMY KREMER, A REPUBLICAN
NATIONAL COMMITTEE
MEMBER REPRESENTING
GEORGIA, ON X.
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https://twitter.com/AmyKremer/status/1841938191454240782
https://twitter.com/AmyKremer/status/1841938191454240782

“KAMALA SPENT ALL HER FEMA MONTELY,
BILLIONS OF DOLLARS, ON HOUSING FOR
ILLEGAL MIGRANTS, MANY OF WHOM
SHOULD NOT BE IN OUR COUNTRY.”

- DONALD TRUMP



ALL OF THESE RUMORS UNDERMINE TRUST
WHICH IS SO ESSENTIAL IN A CRISIS.

TRUST NOT JUST IN YOUR GOVERNMENT, BUT
TRUST IN YOUR OTHER CITIZENS, THAT PEOPLE
WILL COME TOGETHER.
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"HAWAII IS BEING ATTACKED BY DIRECT ENERGY

WEAPONS," AN AUG.

16 INSTAGRAM POST SAID.

"EVERYONE NEADS TO HEAR THIS, SPREAD THE
TRUTH!" READ A SEPARATE, SPELLING-
CHALLENGED POST AUG. 16

ON FACEBOOK. "
WEAPON — HAWA
WIL

D.E.W. DIRECT ENERGY
| LAHAINA MAUI — NOT

D FIRES."
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https://www.instagram.com/p/CwB5VVDtXmI/?img_index=1
https://www.facebook.com/SanuraMoon/posts/982555373082793/
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THAT “CONSPIRATORIAL” ASPECT ALSO MAKES
FIGHTING TODAY’S MISINFORMATION HARDER
THAN IT USED TO BE. “BECAUSE IT’S NOT
GROUNDED IN THE IDEA THAT THERE ISN'T AN
EVIDENCE BASE...IT'S MUCH MORE A
REFLECTION OF A WHOLESALE EROSION OF
TRUST IN INSTITUTIONS.”

JENNIE KING, HEAD OF CLIMATE RESEARCH AND POLICY AT THE INSTITUTE OF STRATEGIC DIALOGUE
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Traci Derwin is a reporter of news related to weather events around the world. |
am an independent investigative journalist and founder of the Media Company
Justice Now, LLC. | am very passionate about finding justice for those who are no

longer with us and those who have suffered as a result of the attack on the town of
Lahaina on Maui August 8th 2023
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LAHAINA RESIDENTS TOLD NPR REPORTERS ON
THE GROUND THAT THE RUMORS WERE
SPREADING FEAR AND CONFUSION AT A

VULNERABLE TIME.
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"THERE'S A SATELLITE IN THE SKY, THEY JUST
PINPOINT THE HOUSE," HE SAID, EXPLAINING
THE THEORY. "THE RUMOR'S IN THE HOTEL
RIGHT NOW, SO EVERYBODY'S MOVING OUT."
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THEY FED INTO PEOPLE'S FEARS THAT THEY
WOULDN'T BE ABLE TO KEEP THEIR LAND OR
THEIR HOMES, IF THEY REMAINED, LEADING
SOME TO RETURN TO HOUSES IN THE BURN
ZONE, DAYS AFTER THE FIRE — DESPITE
WARNINGS FROM AUTHORITIES THAT THE AIR
AND WATER MAY NOT BE SAFE, AND THE
STRUCTURES MAY BE COMPROMISED.
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Journal Natural Human Behavior 2023
https://doi.org/10.1038/s41562-023-01538-4
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ONE MILLION POUNDS OF VINYL CHLORIDE, A
CHEMICAL THAT CAN BE TOXIC TO HUMANS AT
HIGH DOSES, WAS RELEASED FROM THE
DAMAGED TRAIN CARS AND SET AFLAME
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TRADITIONALLY, INCIDENT COMMUNICATIONS
ARE RUN BY LOCAL FIRST RESPONDERS AND
THE RAIL OPERATOR SERVES IN MORE OF AN

ADVISORY ROLE

- AXIOS COMPANY REPRESENTATIVE

WPP

56



AXIOS CONTINUES TO AVOID HEALTH-
RELATED QUESTIONS, MAINTAINING THE
ENVIRONMENTAL PROTECTION AGENCY,

THE DEPARTMENT OF PUBLIC HEALTH

AND OTHERS ARE RESPONSIBLE FOR SUCH
COMMUNICATIONS.



“THERE’S NOT A SUBSTANTIVE
UNDERSTANDING THAT THE EVERYDAY PERSON
WOULD HAVE WHERE THEY CAN EASILY
DEBUNK THESE THINGS, OR EVEN
UNDERSTAND THINGS WHEN THEY HAVE BEEN
DEBUNKED,”
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58



“ACTIVE, ROUND-THE-CLOCK, COOPERATION
WITH COMMUNITY LEADERS AND REGULATORS
IS ABSOLUTELY ESSENTIAL TO AVOID AN
INFORMATION VACUUM THAT BREEDS FEAR
AND MISINFORMATION."

MOLLY LEVINSON, FOUNDER AND CEO OF THE LEVINSON GROUP, TOLD
AXIOS LEADERSHIP
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29 JULY

- MID-MORNING : 3 YOUNG GIRLS KILLED IN KNIFE ATTACK AT
TAYLOR SWIFT THEMED CHILDREN’S DANCE PARTY, WHERE

O 8 more children & 2 adults injured

- POLICE REPORT STATES, ATTACK BY “17-YEAR-OLD BOY” /
“FROM BANKS IN LANCASHIRE” / “ORIGINALLY FROM
CARDIFF” / “NOT TERROR RELATED”

O Because suspect was a minor, his full name and details
could not be released
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QUICKLY AFTER NEWS BROKE, AN X USER APPEARS
THE FIRST TO FALSELY ASSERT THAT:

1) THE ATTACKER’S NAME WAS “ALI AL-SHAKATI”;

2) HE WAS ON THE “MI6 WATCH LIST” [THIS CANNOT BE CORRECT, AS MI5 IS THE
SECURITY AGENCY RESPONSIBLE FOR DOMESTIC TERRORISM];

3) HE WAS “KNOWN TO LIVERPOOL MENTAL HEALTH SERVICES”;

4) HE WAS “AN ASYLUM SEEKER WHO CAME TO UK [SIC] BY BOAT LAST YEAR”
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“THE INCREASING RISK FROM STATE-
SPONSORED DISINFORMATION
CAMPAIGNS IS BEYOND DISPUTE.

TOM JOHANSMEYER, HEAD, PCS


https://news.un.org/en/story/2022/06/1121572

A SMALL ACCOUNT CALLED ‘CHANNEL3 NOW/,
WHOSE WEBSITE PRIMARILY CONTAINS
MATERIAL RELATED TO VIOLENT INCIDENTS,
WROTE THE NAME “ALI AL-SHAKATI” INTO AN
ARTICLE. INVESTIGATION SUGGESTS THAT A
PREVIOUS ITERATION OF CHANNEL3 NOW’S
WEBSITE WAS RUN OUT OF AN ADDRESS IN
PAKISTAN.
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FAR-RIGHT NETWORKS - A MIX OF FORMAL
GROUPS AND A BROADER ECOSYSTEM OF
INDIVIDUAL ACTORS — USED THIS SPIKE IN

ACTIVITY TO MOBILISE ONLINE, ORGANISING
ANTI-MUSLIM PROTESTS OUTSIDE THE LOCAL
MOSQUE WHICH LATER TURNED VIOLENT.
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JULY 30

POLICE RELEASE DETAILS THAT SUSPECT’S FAMILY WERE ORIGINALLY
FROM RWANDA, AND HE WAS BORN IN CARDIFF BUT DO NOT RECTIFY
THE EXISTING FALSE INFORMATION QUICKLY ENOUGH

IN THE AFTERNOON, MERSEYSIDE POLICE (REGION SOCKPORT IS IN)
NOW ISSUE A WARNING THAT THE INFORMATION BEING SPREAD ONLINE
ABOUT THE SUSPECT WAS FALSE

O “A name has been shared on social media in connection with the

suspect in the incident in Southport.
“THIS NAME IS INCORRECT AND WE WOULD URGE PEOPLE NOT TO
SPECULATE ON DETAILS OF THE INCIDENT WHILE THE
INVESTIGATION IS ONGOING.”
THE FORCE ADDED: “THIS INCIDENT IS NOT CURRENTLY BEING
TREATED AS TERROR-RELATED AND WE ARE NOT LOOKING FOR
ANYONE ELSE IN CONNECTION WITH IT.”
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BELFAST OR
OTHER IMAGES



AUGUST 6

- PRIME MINISTER STATES, FULL FORCE OF THE LAW
WILL BE BROUGHT TO BEAR ON RIOTERS; THEY WILL
BE PROSECUTED, AND IF FOUND GUILTY, FACE
PRISON SENTENCES

- THIS IS WIDELY REPORTED

- ANTI-PROTESTORS NUMBERS, NOW OUTNUMBER
PROTESTORS
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“THE THING THAT WE LEARNED WAS IT WASN'T
REALLY ABOUT EBOLA. THE TOPIC OF EBOLA IS
A VEHICLE FOR ALL THESE OTHER SOCIAL,
POLITICAL OR FINANCIAL GOALS."

TARA KIRK SELL, AN ASSOCIATE PROFESSOR AT JOHN HOPKINS CENTER FOR HEALTH SECURITY
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IMPACTS OF DISINFORMATION



THE GOVERNMENT

THE FIRST IS HOW THE GOVERNMENT
WORKS AND FUNCTIONS. IT NEEDS THE
SUPPORT OF COMMUNITIES AND
POPULATIONS AND TRUST EROSION
BREAKS THOSE BONDS



THE GOVERNMENT

THE SECOND IS WHERE TO BEST DEPLOY
AND DRIVE RESOURCES WHEN MULTIPLE
REAL AND FAKE STORIES OF NEED ARE
EMERGING



THE GOVERNMENT

THIRD IS THE SAFETY OF GOVERNMENT
WORKER WHEN TEAMS RATHER THAN
SINGLE INDIVIDUALS ARE SENT INTO
COMMUNITIES



THE CITIZENS

CITIZENS THAT ARE ALREADY SCARED, ANGRY,
GRIEVING AND TIRED FIND NO EMOTIONAL
COMFORT IN SO MANY CONFLICTING, OR

NON-EXISTENT MESSAGES SEWING SEEDS OF
DISTRUST



THE CITIZENS

CITIZENS MAY RETURN TO HOMES OR
AREAS THAT ARE UNSAFE DUE TO FEAR



THE CITIZENS

CITIZENS MAY NOT ONLY TURN ON THE
GOVERNMENT, BUT MAY TURN ON EACH
OTHER WHICH BREAKS DOWN CIVIL
COMMUNITY TRUST



THE CITIZENS

CITIZENS MAY LEGITIMATELY MISS OUT ON
HELP THEY TRULY NEED AND DESERVE DUE
TO MISINFORMATION



EVERYONE

RECOVERY TAKES LONGER, IS MORE
PAINFUL, AND MORE COMPLICATED THAT
IT ALREADY NEEDS TO BE



EVERYONE

AND, SITUATIONS THAT SHOULD BRING
OUT THE BEST IN GOVERNMENT AND
CITIZENS COOPERATING FOR THE PUBLIC
GOOD ARE FURTHER FRACTURED



RECOMMENDATIONS



PLAN



A MULTI-AGENCY COORDINATED AND
AGREED UPON PLAN FOR RUMOR
CONTROL AND COMMUNICATIONS WITH
ENOUGH FLEXIBILITY TO ADAPT AS
SITUATIONS WARRANT



NO PLAN
SURVIVES FIRST
CONTACT WITH
THE ENEMY

HELMUTH VON MOLTKE — 19™ CENTURY
PRUSSIAN MILITARY STRATEGIST
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PEOPLE



1. WORK WITH LOCAL TELEVISION AND RADIO NEWS
MEDIA (TRADITIONAL MEDIA) TO DISSEMINATE
USEFUL INFORMATION AND CORRECT BAD
INFORMATION. PRE-ESTABLISH PARTNERSHIPS OR
RELATIONSHIPS WITH STATIONS OR REPORTERS

THAT CAN BE CALLED UPON IN A DISASTER OR
EMERGENCY.
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CREATE PARTNERSHIPS THROUGH MUTUAL AID
AGREEMENTS WITH ALL APPROPRIATE
GOVERNMENT AUTHORITIES, LOCAL AND
INTERNATIONAL, OR OTHER AGENCIES AND
ORGANIZATIONS THAT HAVE THE NECESSARY
SKILLS, PERSONNEL AND SYSTEMS TO IDENTIFY
RUMORS AND MISINFORMATION
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3.

IDENTIFY AND LEVERAGE TRUSTED CROWD
SOURCES OR CENTERS OF INFLUENCER, SUCH AS
ON-GROUND/ON-SCENE USERS AND EMERGING
CENTERS OF INFLUENCE TO PROPAGATE CRITICAL
‘GOOD’ INFORMATION PERCEIVED BY THE CROWD

AND ENGAGE
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4. TRAIN AND EXERCISE FIRST RESPONDERS AND
DIGITAL VOLUNTEERS TO SPOT MISINFORMATION,
RUMORS AND FALSE INFORMATION, AND WHEN
AND HOW TO RESPOND TO BAD INFORMATION.
DEVELOP RULES OF ENGAGEMENT OR A CONCEPT

OF OPERATIONS DOCUMENT FOR WHEN OR WHEN
NOT TO RESPOND.
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5. ENSURE RESCUE WORKERS HAVE SITUATIONAL
AWARENESS OF RUMORS BEING SPREAD
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PROCESSES



PREPARE PRE-SCRIPTED MESSAGES AND
CHOOSE OR CREATE A HASHTAG SPECIFIC
TO PLACE, DISASTER, AGENCY, ETC.

BE CONSISTENT AND PROVIDE USEFUL AND
ACTIONABLE INFORMATION.

WPP
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PREPARE DRAFT VISUALS, INCLUDING
GRAPHICS, PHOTOS AND VIDEOS, FOR
POTENTIAL DISASTER SCENARIOS. ARCHIVE
THESE IN SUCH A WAY THAT THEY ARE
RAPIDLY ACCESSIBLE AND CAN BE QUICKLY
MODIFIED TO MEET THE NEEDS OF A

SITUATION

WPP
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3. ENSURE OLDER INFORMATION IS
APPROPRIATELY LABELED AND NOT RE-
CIRCULATED AS NEW



ACKNOWLEDGE THE RUMOR WHEN
APPROPRIATE. STATEMENTS SUCH AS “WE ARE
AWARE OF THE RUMOR ABOUT [TOPIC].” THEN
USE THE OPPORTUNITY TO:

- STATE THE FACTS

- DIRECT READERS TO SOURCES OF CORRECT
INFORMATION.
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TECHNOLOGY



1.

SET
SHO
EME

UP A CENTRAL WEBSITE AS A ONE STOP
P/PORTAL SIMILAR TO THE FEDERAL
RGENCY MANAGEMENT AGENCY’S

(FEMA) RUMOR CONTROL PAGES HAVE A

GEN

ERIC PAGE READY TO GO IN CASE OF

DISASTER, SO AN AGENCY CAN TURN IT ON

AND

START PUBLISHING
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F A RUMOR CONTAINS INFORMATION THAT
PROVOKES A STRONG EMOTIONAL
RESPONSE, IT IS PROBABLY A TROLL.
AGENCIES SHOULD BE CAREFUL NOT TO
DIRECTLY ENGAGE THE TROLL, AS THEY
WILL OFTEN GO THROUGH GREAT LENGTHS
TO INCREASE WHAT THEY ARE DOING.

WPP 101



USE LIVE VIDEO (PERISCOPE, FACEBOOK
_LIVE OR YOUTUBE) TO CORRECT
NFORMATION WITH EMPATHY AND
ACCURACY.

AN EXAMPLE IS THIS VIDEO FROM THE 2018
OROVILLE DAM FLOOD CRISIS WHERE
RUMORS WERE ADDRESSED AND
CORRECTED.

https://www.facebook.com/SacramentoOES/videos/13525128

24812204/
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OTHER WATCHOUTS



THERE ARE SOME RISKS TO ENGAGEMENT,
INCLUDING:

* ACCIDENTALLY AMPLIFYING THE FALSE MESSAGE

* REPEATING THE FALSE MESSAGE, EVEN WITH A CORRECTION,
CAN LEAD TO MORE PEOPLE BELIEVING IT

* CORRECTING EFFORTS CAN “BACKFIRE,” I.E., CHALLENGING A
STORY MAY CAUSE PEOPLE WHO ALREADY BELIEVE THE FALSE
INFORMATION TO BELIEVE IT EVEN MORE
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THE FOLLOWING FACTORS SHOULD BE CONSIDERED:

GEOGRAPHY

IF TH
ADD

E RUMOR IS A LOCAL RUMOR, AGENCIES SHOULD
RESS IT. IF THE RUMOR IS NOT SPREADING AMONG

THE

LOCALS, AGENCIES AND RESPONDERS MAY WANT

TO KEEP IT ON THEIR RADAR FOR THEIR SITUATIONAL
AWARENESS BUT NOT ADDRESS IT.
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VOLUME

IF THE RUMOR IS AT A LOW VOLUME, KEEP AN EYE ON
IT. IF THE RUMOR SPIKES AND BECOMES HIGH-
VOLUME, RESPOND WITH A MESSAGE HIGHLIGHTING
THE TRUE FACTS THAT DOES NOT REPEAT THE FALSE
STORY.
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SUBJECTS

FOR STORIES AROUND COLLABORATIONS AND
HUMANITARIAN RESPONSE, HIGHLIGHT THE POSITIVE

SIDE OF THE STORY TO INDIRECTLY COUNTERACT THE
EFFECT OF NEGATIVE RUMORS.

WPP 107



AND FINALLY



PLANS TO COUNTER DISINFORMATION
SHOULD INCLUDE INVESTMENT
BEFORE AN INCIDENT AND A
RESILIENCE PLAN AFTER THE INCIDENT.



GAP TABLE

Plan Components Very Strong

People

Pre-established local partnerships for response communications
Mutual aid agreements with international organizations

Trusted crowd source or centers of influence identification and usage
First Responders and Digital Volunteers trained to spot disinformation
Plans to have rescue workers aware of rumor that may be spreading

Process
Pre-scripted messages and hashtags

Draft visual, graphics and photos that can be quickly implemented
Older information is appropriately labeled and not re-used

Training to acknowledge rumors quickly and in a way to minimize
impact
Technology

Central website to combat rumor and distribute proper information

Ability to use Live Video to correct information with empathy and

accuracy
Totals (55 is highest score)

Strong

Average

Below Average

Weak

WPP
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TRUTHFULNESS IS THE FOUNDATION UPON
WHICH HUMAN RELATIONSHIPS ARE BUILT.
TRUTH IS THE ANTECEDENT TO TRUST AND
TRUST IS THE ANTECEDENT TO
COOPERATION.

The Importance of Truth Telling and Trust
37 Journal of Legal Studies Education 7 (Winter 2020)



THANK YOU

SEAN HOWARD
SEAN.HOWARD@WPP.COM
+1.917.226.4814



mailto:Sean.howard@wpp.com
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ABOUT WPP GOVERNMENT & PUBLIC SECTOR
PRACTICE
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OUR TEAM

MARK
PENDER

PHILIPPA
CLAYRE

LAURE
VAN HAUWAERT

ALEX
VENTURA

SEAN BRETT
HOWARD NOLAN

CEO Executive Director,
AUNZ

Executive Director, North
America

Executive Director,
UK, MENA

Executive Director,
EU Institutions

Proposal Manager
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OUR FOCUS

—\ Behaviour Change Public Service Recruitment

Our programmes ensure that public sector
organisations have the people and skills needed
to serve the public effectively

&— Our programmes drive long-term and
sustainable changes in citizen behaviour

E4 )o
RAR

Digital Government Place Marketing

We work with organisations to achieve their We run programmes with states, regions and
digital goals of making public services more cities to attract trade, investment and tourism for
engaging and efficient economic growth

ATN
<o)

Q@ Engagement & Participation Capability Consulting

O O O Our programmes enable citizens to participate We work with government communication
in policymaking and increase engagement in leaders to build high-performing organisations
(1
' l ’ with the required people, skills and tools

B

democratic processes
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NORTH AMERICA

GOVERNMENT &
PUBLIC SECTOR
PRACTICE

Our team of senior consultants connects
clients with the best

ideas and expertise in WPP’s global
network. Our agencies partner with
government organisations in over

70 countries.

UK

EU INSTITUTIONS

® MIDDLE EAST & NORTH

AFRICA

® NGAPORE

AUSTRALIA &
NEW ZEALAND
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HOW WE DO IT

Drawing on our experience from around
the world, The Practice advises
policymakers and public sector
communication leaders on strategy,
innovation, capability development and
global best practice.

We invest continuously to advance our
thinking and evidence on the strategic use
of communication.










TRUSTED BY GOVERNMENTS IN OVER 70 COUNTRIES

European .
Investment United Nations +
Bank ok . Educational, Scientific and -

The EU bank | Cultral Crganization

IR &3a—tsns
Q i Ministry of Culture
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WE CONVENE GLOBAL AGENCIES
WITH MARKET LEADING CARABILITES

INTEGRATED PUBLIC RELATIONS BRAND &
EE MEDIA % AEFAIRS DESIGN PRODUCTION
H:+: Hill+Knowlton
St

TRANSFORMATIVE CAPABILITIES
+ MANY MORE

Wavemaker
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